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Cybernet Manufacturing’s Client Data Protection Procedure

Cybernet Manufacturing has a client data protection procedure in place to ensure Protected Health
Information is not copied, reproduced, or transmitted during Cybernet Manufacturing’s possession.
Below are important information and disclaimers regarding the procedure:

1) Upon receiving any units, Cybernet Manufacturing will immediately conduct a complete wipe of
all data from the unit. This procedure is conducted prior to physically removing the storage
device, or connecting to any networks and/or internet.

2) The method of which Cybernet Manufacturing leverages to wipe all data from the unit is using
Department of Defense (DoD) 5220.22-M software sanitation method. This will ensure every bit
of data cannot be copied, reproduced, or transmitted.

3) Due to the nature of the client data protection procedure, CYBERNET MANUFACTURING IS NOT
RESPONSIBLE FOR ANY DATA LOSS.

4) The customer IS SOLELY RESPONSIBLE to backup any and all data prior to returning back to
Cybernet Manufacturing for any service or repair. Once a unit is subject to Cybernet
Manufacturing’s client data protection procedure, ALL DATA WILL BE LOST AND WILL NOT BE
RECOVERABLE.

5) Upon completion of Cybernet Manufacturing’s client data protection procedure, the unit will be
returned with one of the following, per customer’s request:

a. Custom image provided by customer.
b. Cybernet Manufacturing’s standard software image.
c. Nodata.
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